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1. Purpose and scope
This reference describes the external event message contract used by XINHUO AI Edge Box deployments. It

is intended for customer platforms that receive AI alarm events, captured media and algorithm-specific

attributes. Available fields can vary by enabled algorithm, device type and delivered project configuration.

Deployment model

This document describes the integration contract, not a public cloud service. The AI device normally runs

inside the customer network. The receiving address, security controls and event scope are configured for

each project.

2. Delivery methods
The AI Edge Box can deliver external events in either of two ways. With HTTP push, the receiving platform

provides an endpoint and the box sends a JSON message when an event is triggered. With third-party MQTT,

the box connects to the broker selected for the project and publishes the event JSON to the configured topic.

The receiving system validates the message, stores the business record and presents it in its own workflow.

Step Integration activity

1. Prepare the receiver Provide the approved HTTP endpoint, or the MQTT broker and topic, including the required
network route and security policy.

2. Configure the box Enter the delivery information in Push Settings. Choose the image or video Base64 fields needed
by this delivery route.

3. Trigger a controlled
event

Generate an event from a configured camera and verify that the receiver accepts the JSON
message and any required evidence.

4. Verify behaviour Check the timestamp, camera identity, algorithm type, media content, retry outcome and
duplicate-event handling.

HTTP push
POST https://customer-platform.example.com/api/ai/events
Content-Type: application/json

A 2xx response is treated as a successful delivery.
A non-2xx response, connection failure or timeout is retried according
to the device push configuration. A secondary HTTP address, when enabled,
receives its own delivery attempt.

MQTT subscription

For MQTT delivery, the broker address, credentials and topic come from the delivered project configuration.

Subscribe to the configured external topic; do not rely on a sample topic in this document. A project can use

separate media Base64 settings for its HTTP and MQTT routes.
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3. Core event payload
The following fields are commonly supplied for an event. Optional fields can be absent or empty when they are

not relevant to the algorithm, have not been configured on the device, or are disabled by the push setting.

Integrations should therefore parse fields by presence rather than assume every event has the same structure.

Field Type Required Meaning

type integer Yes Algorithm/event identifier. See the algorithm ID reference in
this document.

typeName string Yes Human-readable event name.

signTime string Optional Capture/event time, normally in yyyy-MM-dd HH:mm:ss
format.

boxId / boxName integer / string Optional AI Edge Box identifier and configured device name.

deviceId / deviceName string Optional Camera or source-device identifier and configured name.

channelNo string Optional Camera/channel code when configured.

GBID / indexCode /
enterCode

string Optional Customer-defined or GB-standard identifiers returned when
populated in device configuration.

rtspUrl string Optional Configured source stream reference. Treat as sensitive and
restrict access in the receiving platform.

x, y, w, h integer Optional Target bounding-box coordinates in the source image.

Image and video evidence

Field Meaning

signBigAvatar Full-scene capture image in Base64 when the project enables Base64 evidence delivery;
otherwise it can be empty.

signAvatar Target crop image in Base64 when configured; otherwise it can be empty.

videoClipUrl / videoClipPath URL or device-side path for an event-related video clip. These references are normally
usable only on the same network or by a component with access to the device storage.

videoClipAvatar Event-related video clip in Base64 when enabled. The decoded binary payload is limited to
10 MB; a larger clip is not inserted into this field.

typeAttr media fields Some algorithms add image addresses inside typeAttr. Treat their network reachability in the
same way as video URLs and paths.

Payload sizing

Base64 images and video clips increase message size. Confirm the maximum request size, storage policy

and retry behaviour with the receiving platform before enabling them for high-volume deployments. Where

media must cross separate networks, Base64 delivery is usually more reliable than a device-local URL.
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4. Algorithm-specific attributes

Field Applicable event family Meaning

vehicleColor Vehicle detection Vehicle colour enumeration when the algorithm returns
this attribute.

vehicleAppearTime Fuel-station/vehicle workflow Vehicle entry timestamp in seconds when returned by
the configured task.

vehicleRoiEnterTime Fuel-station/vehicle workflow Timestamp at which the vehicle enters the configured
ROI.

parkingTime Vehicle parking Detected dwell/parking duration in seconds.

faceScore / faceMaxSorce Face comparison Face-match score returned when face comparison is
enabled.

faceId / personName /
personType

Face/person event Configured person identity and list classification when
available.

trackId / count Person detection Tracking identifier and detected-person count when
returned by the task.

pinSingle / poutSingle People flow Current entry/exit count values for the applicable
flow-counting event.

pinCountSum /
poutCountSum

People flow Accumulated entry/exit counts for the relevant period.

faceAttrSum People/face flow List of returned person attributes, such as age/gender,
where that function is enabled.

Example event object
{
  "type": 11,
  "typeName": "Restricted Area Intrusion",
  "boxName": "Plant Gate Edge Box",
  "deviceName": "Loading Bay Camera 01",
  "signTime": "2026-08-27 10:15:32",
  "channelNo": "01",
  "x": 612, "y": 238, "w": 176, "h": 421
}

Example only. Field names, values and image delivery must follow the delivered project configuration.

Vehicle, people, PPE and site-condition fields

Field Typical use Integration guidance

licensePlateNumber / plateColor /
licensePlateType

Vehicle and plate recognition A plate value is returned only when the
configured algorithm can read the target in the
current image.

vehicleType / vehicleColor /
vehicleOrientation

Vehicle recognition and traffic rules Enumerations can vary by delivered model.
Treat unrecognised values as an unknown
classification.
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Field Typical use Integration guidance

parkingTime / triggerRoiId Parking, dwell and region rules Use with the event type and camera rule to
determine the business meaning.

safetyHat / reflective / isTooling PPE compliance A value is present only for an enabled PPE task.
Site rules should determine whether the value
represents a violation.

smoking / calling / tumble /
sleeping / leave

Human behaviour tasks These values are event attributes, not an
independent guarantee that every scene
supports the same business definition.

smoke / fire / ext / fireControl /
cover

Fire, safety and camera condition Use the event type as the primary classifier and
retain image evidence for operator review.

count / humanCountSum /
vehicleCountSum

People and vehicle statistics The metric may be current, accumulated or
rule-period based. Confirm the task
configuration before using it for business
reporting.
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5. Algorithm ID reference
The receiving platform should use type as the stable event identifier and typeName as the human-readable

label. An ID is returned only when the corresponding algorithm is licensed, enabled and triggered on the

source device.

Family ID Event

Person and face 1 Face recognition

Person and face 2 Person attribute

Person and face 6 Absence from post

Person and face 9 Smoking

Person and face 11 Restricted-area intrusion

Person and face 12 Fence climbing

Person and face 15 Phone use

Person and face 16 Sleeping on duty

Person and face 21 People gathering

Person and face 30 Person lingering

Person and face 31 / 29 Dynamic / cumulative people flow

Person and face 12000 / 1210 Face detection / face recognition with attributes

Fire and safety 5 Smoke and flame family

Fire and safety 2001 / 2002 Flame / smoke

Fire and safety 7 / 58 Static electricity sign / flag

Fire and safety 8 Fire extinguisher

Fire and safety 23 / 26 Object accumulation / fire-route occupation

Fire and safety 24 / 2051 Camera obstruction / camera view shift

Site condition 44 Rodent

Site condition 45 / 52 Indoor water accumulation / road water accumulation

Site condition 47 / 48 Road damage / manhole-cover safety

Site condition 2083 Visible ground oil

Vehicle and equipment 3 Vehicle and plate detection family

Vehicle and equipment 3001 / 3002 Vehicle only / vehicle and plate recognition

Vehicle and equipment 3004 Fuel-station vehicle detection
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Family ID Event

Vehicle and equipment 36 / 3011 Vehicle parking / vehicle parking including non-motor vehicles

Vehicle and equipment 10 / 101 Oil tanker / non-tanker parking in tanker zone

Vehicle and equipment 37 / 38 / 39 Excavator / forklift / crane

Vehicle and equipment 3080 Vehicle wrong-way movement

Vehicle and equipment 3090 / 3095 Dynamic / cumulative vehicle flow

Industrial operations 2101 / 2102 Coal blockage / conveyor belt tear

Industrial operations 3057 / 3058 / 3059 Oil-rod status / belt status / machinery operating state

Other scene functions 46 / 2062 High-altitude throwing / within-region throwing

Other scene functions 53 / 54 Vessel visible-light / thermal detection

6. Integration, security and acceptance

Topic Recommended project practice

HTTP receiver Use HTTPS where available, validate the sender network path, apply
authentication/allow-listing as agreed, and record response failures.

MQTT Use the project broker address, topic, credentials and transport policy. Verify
retained-message and retry expectations.

Duplicate events Use the event time, source identifiers and the project rule's duplicate interval to avoid opening
repeated tickets for one ongoing condition.

Image storage Define whether Base64 images are stored, how long they are retained, and who may access
them. Apply the customer's privacy and security rules.

Acceptance Test event capture, payload fields, image delivery, time zone, platform display, failed-delivery
handling and recovery after a receiver restart.

Version control Keep the device software build, enabled algorithms, integration mapping and receiver contract
in the project delivery record.

Disclaimer

This reference describes functions available under the stated software and project conditions. Product

functions, API fields and algorithm availability may change through software updates, hardware selection and

contracted project configuration. The customer should perform interface testing in its own network before

production use.


